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Abstract. The article examines modern approaches to mongasimd enhancing observability in
distributed IT infrastructure under conditions dfjth dynamics, microservice architectures, and
cloud deployment models. The limitations of clagkiesource-oriented monitoring are analysed,
and the transition to the observability conceptedasn the correlation of metrics, logs, and
distributed traces is substantiated. The practisalects of component instrumentation, streaming
telemetry processing, its aggregation, and analyticterpretation in a near real-time mode are
emphasized. Special attention is paid to the imphobservability on operational risk management,
reduction of service recovery time, and improvemehthe predictability of distributed system
behaviour. It is concluded that observability regeres not only an extension of monitoring, but also
a systemic architectural characteristic of modégh-+oad digital platforms.
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KaroueBble caoBa: MonuTopuHr, oObservability, tememerpusi, pacnpeneneHHbIE CHCTEMBI,
OpenTelemetryykcmyaralMoHHbIE PHCKH, IOTOKOBast 06paboTKa.

AuHoTanusi. B craThe paccMaTpHBArOTCS COBPEMEHHBIE TOIXOIbI K MOHUTOPHHTY W TIOBBIMICHUIO
HaOMOIaeMoCTH B pacnpezesieHHor | T-uHppacTpykType B YCIOBHAX BBICOKOW JITHHAMUKH,
MHKPOCEPBHUCHBIX ~ ApXWUTEKTYp W OOJauHBIX MOJENe pa3BepThIBaHHSA. AHATM3UPYIOTCS
OrpaHHYCHHUs KJIACCHYECKOTO PECYpPCHO-OPUEHTHPOBAHHOIO MOHHTOPHHIa W OOOCHOBBIBACTCSI
nepexon K koHuenuuu Observability, ocHoBaHHO#I Ha KOppemsSLHM METPHK, JIOTOB U
pacrpeiesieHHbIX TPaCCUPOBOK. [IOAYEpKUBAIOTCS NPAKTHYECKUE ACMEKTHl MHCTPYMEHTHUPOBAHHS
KOMIIOHEHTOB, [IOTOKOBOW 0OpabOTKU TeleMETPHH, €€ arperaiuy U aHAIUTHIECKOW HHTEPIIPETAIUH
B pexume, OIM3KOM K peanbHOMy BpemeHd. OTIEIbHOE BHHMAHHE YIEIACTCS BIHSHUIO
observability na ynpaBneHue —OKCIUTyaTALIMOHHBIMH  PHUCKAMH, COKpAIlEeHHE  BpPEMEHH
BOCCTAHOBJICHHSI CEPBUCOB M IMOBBIIICHAE MPEICKA3yEMOCTH TIOBEACHUS PACIPEICICHHBIX CHCTEM.
Jlenaercs BBIBOJ O TOM, uto ObservabilityssicTyriaer He TONIBKO paciimpeHHEM MOHUTOPHHIA, HO H
CHCTEMHOM apXHTEKTYPHOM XapaKTEPUCTHKOW COBPEMEHHBIX BBICOKOHATPYKEHHBIX HU(PPOBBIX
matopm.

Introduction

Modern IT infrastructures are characterized byghhdegree of distribution,
dynamic variability, and heterogeneity of technadat components, driven by the
widespread adoption of microservice architecturesntainerization, resource
orchestration, and cloud deployment models. Theratipen of such systems is
accompanied by continuous configuration changesguint release cycles, and
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non-stationary load profiles, which fundamentallpmplicate the tasks of
controlling their state and behaviour. Traditiomanitoring approaches focused on
the collection and analysis of aggregated operatiometrics of individual nodes
and services provide only a limited view of causd-affect relationships in
distributed environments and often prove insuffitidor timely diagnosis of
complex incidents and latent performance degradatio

Under increasing requirements for reliability, dadility, and engineering
observability of digital services, the observapitbncept, based on comprehensive
correlation of metrics, structured logs, and ditred traces, is gaining substantial
practical importance. The aim of this article isatoalyse practical approaches to
enhancing the observability of modern IT infrastmmes by comparing classical
monitoring and the observability concept, as wedl ta assess their role in
improving the controllability of distributed systerand reducing operational risks.

Main part. Monitoring as an element of modern IT infrastructure
management

Monitoring in modern IT infrastructure represents care managerial
mechanism that ensures controllability of digitgstems across all stages of their
lifecycle, from design and testing to productioregion and scaling [1]. At early
stages, monitoring data are used for empiricadeailbn of architectural decisions,
assessment of load resilience, and identificatiomottlenecks in storage, compute,
and network subsystems. In production environmantmitoring forms the basis
for capacity management, compliance with availgbiind performance targets,
fault resilience analysis, and incident responsihiW/ DevOps and SRE practices,
monitoring is embedded into continuous operatioasaaclosed feedback loop
linking real system behaviour with architecturatlayperational decisions.

As digital platforms evolve toward high-load dibtrited systems, monitoring
becomes an integral element of architectural garee, directly associated with
scalability, fault tolerance, and predictability mperational characteristics. Control
of compute nodes, network subsystems, and applicatomponents enables
evaluation of architectural patterns, identificatiof structural constraints, and
development of justified horizontal and verticahlatg strategies [2].

Classical monitoring, originally designed for stadihd monolithic systems, is
primarily focused on aggregated resource metrich 8 CPU, memory, disk, and
network usage. While adequate for baseline infuaire control, this approach
becomes limited in microservice environments charaeed by dynamic
orchestration, autoscaling, and service meshesseltmnditions reduce the
diagnostic value of isolated metrics and drive ddeption of observability-driven
monitoring focused on end-to-end execution analgeis cross-service correlation.
A generalized comparison of these approaches septed in table 1.

The differences summarized in table 1 show that dahehitectural and
operational characteristics of cloud-native andraservice-based systems cannot
be adequately addressed by resource-centric, tiidebased monitoring alone, as
dynamic scaling, asynchronous interactions, anavigu® inter-service complexity
increase the likelihood of non-obvious failure sm@ws. In such environments,
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operational risks are primarily driven by latentgdedations, internal latency
accumulation, consistency violations, and cascagengjal failures, which are not
reliably detected through static metrics and rexjg@mporal analysis of system
dynamics, including execution chains and interdserdependencies. Under these
conditions, a conceptual shift occurs from obseyvinfrastructure “state” to
analysing system “behaviour” as an integrated ibisted control loop, forming the
methodological basis for the transition from claaki monitoring to the
observability paradigm focused on behavioural pretation of modern IT
infrastructure.

Tab. 1. Classical vs observability-driven monitgrin IT infrastructures

Dimension Classical monitoring Observability-driven monitoring

Isolated physical or virtugl End-to-end distributed execution

Object of : . !
observation nodes and standalone serv Cacross multiple  interconnected
instances. services.
Low-level infrastructure ,
. . Correlated metrics, structured logs,
Primary data metrics collected at host or C
and distributed request traces.
VM level.
Predomlnantly static or SIOWIyHighly dynamic topology controlled
System topology | changing infrastructure . :
by orchestration and autoscaling.
topology.
Component Long-lived servers angdShort-lived containers, pods, and
lifetime persistent service instances. | serverless runtime instances.

Threshold-based triggering aorPattern-based detection usipng

Failure detection | . .~ . 29 . .
individual metric deviations. | temporal correlations and anomaligs

Automated or  semi-automated
reconstruction of request paths and
dependency graphs.

Root cause Manual analysis of locadl
analysis metric deviations.

Native support for microservice,
container, and cloud-nativie
architectures.

Suitability for | Limited support for highly
microservices distributed service meshes.

The concept of observability and itstechnological implementation

The concept of observability in the context of mwoddT infrastructure
originates from control theory, where observabildgscribes the ability to
reconstruct the internal state of a system fromexternal outputs [3]. When this
approach is transferred to distributed computingteayns, observability is
understood as the ability of an engineering teamraov well-founded conclusions
about the state and behaviour of services basedvaitable telemetry, without
having direct access to all internal components [4]

According to an industry survey by Logz.io, mogjanizations recognise the
importance of observability for their applicaticensd infrastructure (fig. 1).

The results of the 2024 Observability Pulse suneeg based on 501
responses from specialists in various roles, ranfiom software developers and
DevOps engineers to IT executives, representingoeniies of different sizes (from
1-20 to more than 5,000 employees) across all ng@dral regions, including the

82



Americas, Europe, the Middle East, and the Asiaffeaegion. According to the
findings, the most widely used observability preges at present remain the use of
metrics to gain insights into systems and applceti(64%) and the consolidated
analysis of logs and metrics (61%), indicating pinedominance of relatively basic
observability approaches. At the same time, mosem thalf of the respondents
reported tangible benefits from observability adomt60% indicated improved and
faster troubleshooting processes, while 56% regdaatshieving centralized access
to application and infrastructure data.

Partially started (with no plans

o,
11% to add more capabilities)

11% Not thinking about it

Challenged by siloed
12% menitoring tools and process
= Using full observability

36% Partially started (with plans ’ 10% Using full observability
to add more capabilities)

Fig. 1. Results of an industry survey on the curlevel of observability adoption across
organizations in 2024 [5]

20% Planning to start

In contrast to classical monitoring, which focusestracking a predefined set
of metrics and threshold states, observability emspges the ability to infer and
explain the internal state and behavior of a systieming incidents, performance
degradations, and anomalies based on its telerdatay In essence, this represents
a transition from static control of individual imditors to the construction of an
integrated behavioural model of a distributed agtion. The technological
implementation of observability is based on thesabidation of three core classes
of telemetry data: metrics, logs, and distributedes (table 2).

In practical implementations of observability, <stardized telemetry
protocols and formats are becoming increasinglyegfgdead, as they help minimize
tight coupling between applications and toolingeThost illustrative example is
the use oDpenTelemetry as a unified instrumentation layer for collectingtncs,
logs, and traces, followed by their routing to ghehl storage systems and
visualization platforms. According to recent stgdiby Splunk and Enterprise
Strategy Group, OpenTelemetry is used in 78% ohmmations with a mature
monitoring and observability practice, and incidem such environments are
detected on average 2.8 times faster than in azgaons with a low level of
observability maturity [7]. In addition, data fromme OpenTelemetry end-user
community confirm the broad industrial adoptiontlis technology as a baseline
telemetry collection mechanism in modern distribapplications (fig. 2).

Thus, the data presented in the figure indicate ordy the widespread
industrial adoption of OpenTelemetry, but also ¢ginewing scale of observability
system operations in distributed environments. ypical engineering stacks,
metrics are aggregated and processed by time-skaiabases, logs are indexed and
analysed using text-based or document-orientedopias, and traces are visualised
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and examined through specialised tracing enginé& donsolidation of these
components into a unified observability architeet@nables the transition from
fragmented monitoring dashboards to coherent, eraitl diagnostics of
application and infrastructure behaviour [9].

Tab. 2. Core telemetry data classes in obserwahilihitecture [6]

Telemetry Collection level Typical Functional Engineering
class parameters pur pose examples
Quantitative
Latency, assessment of
Prometheus
throughput, error performance, .
Infrastructure, o metrics,
. rate, CPU, availability, and
Metrics platform, . S Kubernetes
aoplication memory,  disk reliability; metrics
PP /O,  network| SLI/SLO RED/USE
I/O, saturation | definition and
alerting
Errors . .
' Detailed recording
exceptions, of events and
Application, business events, . JSON applicatior
) execution context :
Logs middleware, system . .| logs, audit logs
) for diagnostics
infrastructure messages, Sy system logs
: and incident
execution . _—
investigation
context
Trace ID, Span End-to-end
.| request path
L : ID, operation ,
Distributed | Inter-service . .| reconstruction, OpenTelemetry,
o duration, service : L
traces communication . latency analysis|, Jaeger, Zipkin
dependencies, .
and causal failure
network latency .
analysis

More than 10 deployed instances 100%

5-10 deployed instances
2-5 deployed instances
17%

Single deployed instance

No deployed instances | 1%

Response not provided J§ 2%

0 40 60 100
Fig. 2. Distribution of organizations by the numbédeployed OpenTelemetry Collector
instances based on the 2024 survey, % [8]

)
=1

Streaming telemetry processing enables near mal-tbbservability and
becomes necessary as periodic data collectionsisfficient for timely anomaly
detection in high-volume distributed systems. Raaé pipelines based on message
brokers and stream processing platforms suppotinzgyus filtering, aggregation,
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enrichment, and ML-based correlation of telemeangnsforming observability into
a continuously operating analytical layer. The ki#yerences between batch and
streaming telemetry processing are summarizede &

Tab. 3. Comparison of batch and streaming telenptygessing architectures
in observability

Parameter Batch telemetry processing | Streaming telemetry processing
. Periodic data export at fixedContinuous real-time data
Data collection mode . . .
intervals. ingestion.
Anomaly  detection Minutes to hours. Seconds to tens of seconds.
latency
Incident response Post-factum, after dataNear real-time detection and
model accumulation. response.
Scalability Limited by  batch sizq Horizontally scalable.
growth.
. .| Restricted to fixed time End-to-end, event-stream
Correlation analysis | _ . .
windows. correlation.

| Performed in-stream (topology
[‘config, releases).

Context enrichment |  Typically performed offline

[¢)

Support  for ML- Limited, offline models. Online and guasi-real-tim

based detection models.

Typical platforms Cron + ETL, Datg Kafka, Pulsar, Flink, Spark
Warehouse. Streaming.

Role in observability| Retrospective analytics. Quunbus operational analytics

From an engineering perspective, a mature obsdityalinplementation
requires not only appropriate tools but also cdesispractices for instrumentation
and telemetry management, including standardizading and metrics, unified
labeling, integration with orchestration platfornmoefined retention policies, and
SLO-based incident analysis. This enables a shdinfa dashboard-driven
approach to hypothesis-driven investigations, whéne observability stack
supports rapid identification of failure and degtoin causes. In this sense,
observability becomes not merely an extension ofiitoang, but an architectural
property that defines the transparency and coatribiy of distributed systems in
real operating conditions.

Practical approachesto telemetry collection, aggregation, and analysis

Practical approaches to the collection, aggregaaod analysis of telemetry
data in modern observability systems are implenteasean end-to-end engineering
pipeline that encompasses instrumentation, streampirocessing, storage, and
analytical interpretation of telemetry. In highlyréhmic distributed environments,
the effectiveness of observability is determined Iy individual tools, but by the
coherence of all processing stages operating eaa mreal-time mode. The structure
of this pipeline is presented in table 4.
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Tab. 4. Stages of the telemetry collection and yammal pipeline in
observability architecture [10]

Stage Purpose Key operations Typical tools
Embedding telemetry Metrics, logs, and OpenTelemetry
Instrumentation | into software| traces injection into SDK, sidecar
components. code and middleware. | agents.
Collection Receiving telemetry Inggsti_on,_ buffering] OpenTelemetry
from sources. basic filtering. Collector, agents.
Streaming Real-time ' Filtering, _ Kz?lfka, Pulsar,
aggregation transformation of nor_mallzatlon, Flink, _ Spark
telemetry flows. enrichment. Streaming.
Storage Long-term datg Indexi_ng, compression, TSDB, log storage),
persistence. retention. trace storage.
Analytical Detectiqn of| Correlation analy_sis, Observability
processing anomalies and ML-based  detection, platforms, ML
patterns. RCA. modules.
Visualization and 22?% :(i)nnal and Dashboards, alerting,Grafana, Kibana
control control g SLO monitoring. APM systems.
Operational Engineering and InC|'de'nt . response,ITSM’ SRE
decision-making | management actions.Opt'm!Zat'on’ capacity toolchains.
planning.

The presented pipeline reflects the transition friragmented telemetry
collection to a coherent architecture of operatiomaalytics. At the stages of
collection and streaming aggregation, the integrabf OpenTelemetry standards
with centralized logging and analytics systems glay key role, enabling the
construction of a unified telemetry contour forgesscale distributed systems [11].
The streaming processing model significantly reduasomaly detection latency
and makes it possible to correlate events at thel lef inter-service interactions
before local degradations are transformed into-uis#nle incidents.

At the stage of analytical telemetry processingagdostic methods are
extended through the use of behavioural analytickthe correlation of technical
metrics with indicators of user activity and engaget [12]. These approaches are
of particular practical importance in serverlessl &maS architectures, where
latency and runtime initialization introduce adalital operational risks and require
detailed trace-based analysis of call chains [I&8ken together, this enables a shift
from reactive monitoring to proactive managemendisfributed system state based
on continuous analysis of telemetry streams.

I mpact of monitoring and observability on operational risks

Operational risks in modern distributed systems alaped by high
infrastructure dynamics, complex inter-service delemcies, asynchronous
interactions, and variable load profiles. Underhsconditions, classical monitoring,
primarily focused on resource metrics and threststédes, is able to effectively
detect only a limited class of incidents relate@xplicit node failures and resource
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exhaustion. Asignificant portion of critical operational risks is associated with
latent performance degradation, accumulation of internal latency, component
desynchronization, cascading partial failures, aiodations of service interaction
contracts, which are often not accompanied by imatedhreshold breaches and
therefore remain poorly detectable by traditionanitoring approaches. Industry
research confirms this gap: according to the Spl8tdte of Observability 2024
survey, organizations with low observability matyiare significantly less likely to
achieve mean time to recovery (MTTR) in the ranfjenmutes or hours, whereas
high-maturity organizations are 2.3 times more ljiki® maintain MTTR within
these time ranges despite high incident volumes #ed substantial cost of
downtime for large enterprises.

The introduction of observability fundamentally expls the ability to
manage operational risks by shifting from staticseation of individual
component states tanalysing the behaviour of the system as an integrated
distributed whole. Correlating metrics, logs, and traces enablesataanalysis of
failures at the level of end-to-end user scenarjpgyviding more accurate
localisation of degradation sources, reducing ieciddliagnosis time, and lowering
the MTTR. Practical cases reported by major ob$slitsaplatform vendors show
that centralizing telemetry and abandoning a fraget “tool zoo” lead to a
marked reduction in MTTR: in the Grafana ObservgbiSurvey 2024, several
companies report a 30-35 % decrease in MTTR andcarall@l reduction in
operational overheads by almost one third aftensiteoning to a unified
observability platform model [14].

Quantitative effects of observability adoption atso confirmed by industry
reports at the level of specific sectors. In thevNRelic State of Observability study
for the industrial and manufacturing sector, 65%ewferprises repogccelerated
incident resolution after implementing a full-scale observability atelture, while
in the energy and utilities sector observabilityeimphasized as a foundational
element for the reliability of digital servicestime context of critical infrastructure.
In selected cases described in analytical reviemd \@endor validation reports,
MTTR has been reduced from weeks to hours as & mdelemetry consolidation,
the elimination of fragmented toolsets, and theomhiction of a unified data access
layer for engineering teams. In addition, it isetbthat the application of automated
root cause analysis and Al-supported signal cdrogl@&nables MTTR reduction
for critical incidents[15].

Beyond direct technical effects, monitoring and estability have a
significant impact on the manageability and economic performance of IT
infrastructure operations by increasing system sparency, improving
predictability under load, and supporting justifechling decisions. Within the SRE
framework, observability serves not only reactiesponse but also preventive
reliability management based on SLOs and error éisdgnabling formalized risk
control and a balance between change velocity gseem resilience. As a result,
the probability of severe incidents and losses frdowntime and performance
degradation is reduced.
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Conclusion

Monitoring in modern IT infrastructure is evolvifigpm an auxiliary control
tool into a system-forming element of operationaliability management for
distributed digital platforms. The transition framsource-centric monitoring to a
behavioural observability model based on the cati@h of metrics, logs, and
distributed traces provides a qualitatively newelegf diagnostics, enabling the
detection of latent degradations, cascading falu@nd hidden dependencies
between system components. Practical approachedeleanetry collection,
aggregation, and analysis, implemented throughamstiey architectures and
standardized instrumentation, form the foundati@n €ontinuous operational
analytics in a near real-time mode. The impacthxfeovability on operational risk
management is reflected in reduced service recawals, improved predictability
of system behaviour, and decreased economic lofses incidents. Thus,
observability should be regarded not as an extardi@lassical monitoring, but as
an inherent architectural property of modern higdd distributed systems that
determines their resilience and controllability endreal-world operating
conditions.
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