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Annoranus. [Iporokon QUIC ynyumaer BeO-coenunenus o cpasuenuto ¢ TCP,unrerpupys TLS
Uit M(POBaHUS M CHIDJKCHHUS 3aIepkek. B crathe mpenacrtaBieH mpumep peanmsanun QUIC-
KJIMEHTA U CEPBEPa, OCHOBAHHBIA Ha OUOIMOTEKE Ai0QUIC,C aKIEHTOM Ha HCIOJIb30BaHHE SESSIoN
tickets s Bo30GHOBIEHHS ceccuil. DTO MO3BOISAET cokpatuTh Bpems otkiuka (RTT) mo O-RTT,
noBbImas 3(pGHEeKTUBHOCTh. PaccMaTpuBaiOTCs airopuT™ paboThl, IHATPAMMBI W TIPUMEPHI
BBITIOJTHEHMS, TTOKA3BIBAIOIINE CHIKCHUE 3a/ICPIKEK B TIPHIIOKCHHUSIX C BRICOKAMHU TPEeOOBAaHHAMH K
CKOPOCTH, TAKMX KaK BU/ICO M OHJIAWH-UTPHI.
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Abstract. The QUIC protocol enhances web connections compardCP by integrating TLS for
encryption and delay reduction. The article presemt example implementation of a QUIC client
and server based on the aioquic library, focusingsession tickets for session resumption. This
reduces RTT to O-RTT, improving efficiency. The @ithm, diagrams, and execution examples
demonstrate lower delays in high-speed applicafiGas/zideo and online games.

Beenenne. Ilporoxkon QUIC (Quick UDP Internet Connections) »1o
COBPEMEHHBI TPaHCHOPTHBIM mpoTokon Ha 6aze UDP, paspaGoranublii ams
YCKOpEHUS Be0-COCTMHCHHUIA. On coueraer mudpoBaHue TLS,
MYJIbTUILUICKCHPOBAHKME MOTOKOB (IapayuleibHyl0 Tepeaady HECKOJIbKHX JaHHBIX
0e3 OJOKMPOBOK) M CHH)KEHHE 3ajepikek mo cpaBHeHuto ¢ TCP [1, 2].KmoueBoit
0COOCHHOCTBIO SIBIISICTCS BO30OHOBJICHHME ceccuii uepe3 Session tickets —
3amm(poOBaHHBIC TOKCHBI, KOTOPBIC CEPBEP BBIAAET KIHUCHTY IIOCIIE TEPBOTO
COEIMHEHHUSA. DTO MO3BOJISET MOBTOPHO MOKIIIOYATHCS O€3 MOJHOTO PYKOIOXKATHS,
camkas Bpems kpyrioro myta (RTT) mo O-RTT [3]. RTT —ato Bpems, 3a kKoTopoe
HaKeT JAHHBIX MPOXOMUT IO IOJyYaTelss W OOpaTHO; OHO HCIOJB3YETCS JIIs
KOHTPOJISI TEPErpy3KH CEeTH M ajganTtaiuu ckopoctd mnepemaun [4]. B QUIC
HauanbHas omneHka RTT (RTTO) wacto Oepercs M3 MPEABIAYIIUX CECCHid, YTO
YCKOpSIET aJanTaluio, OCOOCHHO mpu cMmeHe ceredl (mampumep, ¢ Wi-Fi Ha
MOOWIbHBIA HHTEpHET) [5]. Be3 B0300HOBIEHMS KaXJI0€ COCAUHEHHE TpeOyer
TIOJTHOTO PYKOIIOXATHS, YBEJIMUMBAS 33I€PIKKY.
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Peanuszanms. B sroii pabore peann3oBaHbl KIHEHT W cepBep Ha Pythonc
oubnuotekoit aioquic, memoHcTpupys Session tickets mins ontumumsanuu RTT,
MO3BOJISIT OBICTPO BO30OHOBIISATH COEAWHEHHs 0O€3 TOJIHOTO OOMEeHa JaHHBIMHU
KaxIbIi pa3. Ha pucynke 1 mokasana auarpamma nepsoro (1-RTT)u nmoBropHOTo
(O-RTT) coemuueHwmi.
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Puc. 1. /Iuarpamma mociieI0BaTeIbHOCTH pabOThI B3aUMOJICHCTBHUS cepBepa U KIIUEHTa st
nepBoro (1-RTT)u nosropuoro (0-RTT) coennuenuit

[Tpu nepBOM MOJIKIFOUCHNUN KIMEHT YCTaHABIUBACT COCIMHEHHE C CEPBEPOM,
M OHHU TpOX0 AT HoiHbIH mporece pykonoxarus (QUIC Full Handshakekoropsrii
3anumaer oauH kpyr (1-RTT). Ilociae 3TOro KJIMEHT OTHPABISAET TECTOBOE
cooOIIleHne, a cepBep OTBeYaeT M co3maéT Session ticket — s3ammdpoBaHHBIN
"mpormyck” ¢ mapamerpamu ceccuu. JToT tiCKet oTmpasisieTcst KIMeHTY, KOTOPBIH
coxpansier ero B (aiin session.pkl. be3 storo ticket xaxkmoe HOBOE COeTHHEHHE
TpeOGOoBasIO OBbI MOJHOTO PYKOMOXKATHSA, YTO 3aMEJISET MPOLecC.

[Tpr MOBTOPHOM MOAKIIOYCHHH KIMCHT 3arpy:kaeT coxpaHEéHHbIi ticket u3
¢aiina session.pkl u ormpasiseT ero cepBepy BMECTE C 3alPOCOM. DTO TO3BOJISET
cpasy mepenaTh naHHbBIe Oe3 okummanus moiaHoro obmena (O-RTT). Cepsep
nposepsiet ticket: ecnu oH BanuzeH, ceccusi BO30OHOBIISIETCS MTHOBEHHO, H CEPBEP
NOATBEpKAaeT moakmodeHue. Ecmu ticket He moaxomuT, cepBep 3ampaiimBact
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MOJIHOE PYKOIOXAaTHe, MOBTOpsAsS Mpollecc Kak MpU nepBoM coenuHeHuu. [locne
3TOTO KJIMEHT OTIPABISAET JaHHBIE, & CEPBEP OTBEYAET, UCIOJb3ysd COXpaHEHHbBIC
HAaCTPOMKHU ISl yCKOPEHUS.

Ha pucynke 2 moka3aH mnpuMep JIOTOB BBIOJHEHUS TIPU TOBTOPHOM
noAKIodeHur  (ceccusi BO30OHOBJIEHA, [AHHBIC OTIPABJICHBI 0€3 IMOJHOIO
pykonoxkatus, ticket ucrosnp3oBan).

r

J- C:\Windows\System32\cmd.ex X ] } ‘v

C:\Users\krypt\Downloads\test_2025-07-29_fix\test_2025-07-29>py -3.12 t3_server.py
=== QUIC Server ===

INFO:server: [Cepeep] 3anyweH Ha localhost:d433 c nopgepwkon session tickets
INFO:quic:[010d7ab68d9ca7bd] Negotiated protocol version 0x00000001 (VERSION_1)
INFO:server: [Cepeep] [CoxpaHeH session ticket: 7930e39ac0190916.. .|
INFO:quic:[010d7ab68d9ca7bd] ALPN negotiated protocol hq-29

INFO:server: [Cepeep] Handshake zaeepwéH, session resumed: False

INFO:server: [Cepeep] MonyyeHo 1019 6aiT

INFO:quic: [010d7ab68d9ca7bd] Connection close received (code 0x0, reason )
INFO:quic: [64ecd06U4259d0529] Negotiated protocol version 0x00000001 (VERSION_1)
INFO:server: [Cepeep] |HaligeH session ticket: 7930e39ac0190916...

INFO:server: [Cepeep] CoxpaHeH session ticket: 8dc0395e5143226a.. .

INFO:quic: [64ecd®64259d0529] ALPN negotiated protocol hqgq-29

INFO:server: [Cepeep] Handshake zaeepwén, session resumed: True

INFO:server: [Cepeep] MonyyeHo 1019 6aiT

INFO:quic: [64ecd06U4259d0529] Connection close received (code 0x0, reason )

|-

J- C:\Windows\System32\cmd.ex X 1 - ‘ W

=== QUIC Client ===
INFO:client: [KnuenT] [3arpymeH coxpaHeHHbii session ticket
INFO:quic:[64ecd®6U4259d0529] Negotiated protocol version 0x00000001 (VERSION_1)
INFO:quic: [64ecd®6U4259d0529] ALPN negotiated protocol hq-29

INFO:client: [KnuenT] MonyyeH session ticket!

INFO:client: [Knuent] Tun: <class 'aioquic.tls.SessionTicket'>

INFO:client: [Knuent] Session ticket coxpaHeH B session.pkl

INFO:client: [Knuent] CoeguHenne ycTaHoeneHo. Session resumed: True

INFO:client: [Knuent] OTnpaenexo: 1019 6ainT

INFO:quic:[64ecd06U4259d0529] Duplicate CRYPTO data received for epoch Epoch.ONE_RTT
INFO:client:[Cepeep] All data received!

INFO:quic: [64ecd06U4259d0529] Connection close sent (code 0x0, reason )

PI/IC. 2 P a60Ta HpHJ’IO)I(eHI/ISI HpI/I HOBTOpHOM IIOAKJIIFOYECHUH KIIMEHTA, (I)OpMI/IpOBaHI/Ie
session ticket

3akiawdyenue. Peanuszanus mokaspiBaeT, Kak Session tickets momoraror
yckoputh padoty QUIC, camxas Bpems oxwumanus (RTT) mo myns (0-RTT) u
MO3BOJISISL OTMPABIIATH JAHHBIE cpa3y MpH MOAKIIOUCHHH. DTO JeiaeT padboTy
ObIcTpee UIs MPHUJIOKEHHH, IJIe BaXKHAa CKOPOCTh, TAKUX KaK BHCO WM OHJIAMH-
UTPBIL.
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